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MEMORANDUM  FOR  UNDER  SECRETARY  OF  DEFENSE  FOR  ACQUISITION 

AND  TECHNOLOGY 

DIRECTOR,  DEFENSE  LOGISTICS  AGENCY 
AUDITOR  GENERAL,  DEPARTMENT  OF  THE  ARMY 


SUBJECT:  Audit  Report  on  Management  of  Resources  at  the  DoD  Electronic 
Commerce  Office  (Report  No.  98-138) 


We  are  providing  this  report  for  review  and  comment.  We  considered 
management  comments  on  a  draft  of  this  report  when  preparing  the  fmal  report. 

DoD  Directive  7650.3  requires  that  all  recommendations  be  resolved  promptly. 
Management  comments  conformed  to  the  requirements  of  DoD  Directive  7650.3  except 
for  the  recommendation  to  terminate  the  interagency  agreement  for  naming  services. 
Therefore,  we  request  the  Deputy  Under  Secretary  of  Defense  (Logistics)  provide 
additional  conunents  on  Recommendation  2.g.  by  July  27,  1998. 

We  appreciate  the  courtesies  extended  to  the  audit  staff.  Questions  on  the  audit 
should  be  directed  to  Mr,  Joseph  P.  Doyle  at  (703)  604-9348  (DSN  664-9348)  or 
Ms.  Addie  M.  Beima  at  (703)  604-9231  (DSN  664-9231).  See  Appendix  C  for  the 
report  distribution.  The  audit  team  members  are  listed  inside  the  back  cover. 


Robert  L  Lieberman 
Assistant  Inspector  General 
for  Auditing 
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Executive  Summary 


Introduction.  The  DoD  Electronic  Commerce  Office  was  established  within  the 
Defense  Logistics  Agency  but  was  functionally  under  the  Deputy  Under  Secretary  of 
Defense  (Acquisition  Reform).  The  Defense  Logistics  Agency  provided  personnel  and 
administrative  services,  while  the  DoD  Electronic  Commerce  Office  reported  to  the 
Deputy  Under  Secretary  of  Defense  (Acquisition  Reform)  for  mission  related  issues. 
The  mission  of  the  DoD  Electronic  Commerce  Office  was  to  facilitate  DoD-wide 
implementation  of  electronic  commerce/electronic  data  interchange  and  to  ensure  DoD 
compliance  with  legislation  directing  the  use  of  electronic  commerce  for  Federal 
purchases. 

Audit  Objectives.  The  audit  objective  was  to  evaluate  the  adequacy  of  management 
practices  and  controls  over  resources  at  the  DoD  Electronic  Commerce  Office. 
Specifically,  we  determined  wheUier  management  practices  and  controls  over  staffing, 
funding,  contracting,  and  property  complied  with  applicable  regulatory  and  statutory 
guidance.  We  also  reviewed  the  management  control  program  as  it  applied  to  the  audit 
objectives. 

Audit  Results.  Management  practices  and  controls  in  the  DoD  Electronic  Commerce 
Office  were  not  adequate  to  protect  and  conserve  $1.4  million  of  Government  resources 
(see  Appendix  B),  preclude  potential  Antideficiency  Act  violations,  or  ensure  that  at 
least  810  hours  of  annual  and  sick  leave  taken  were  deducted  from  employee  leave 
balances.  The  manager  primarily  responsible  for  management  conuols  within  the  DoD 
Electronic  Commerce  Office  was  transferred  to  the  Defense  Logistics  Agency  in  April 
1^7  and  has  since  retired.  See  Part  I  for  a  discussion  of  the  audit  results  and 
Appendix  A  for  details  on  the  management  control  program. 

Summary  of  Recommendations.  We  recommend  that  the: 

•  Under  Secretary  of  Defense  for  Acquisition  and  Technology  realign  the 
Electronic  Commerce  Division  organizationally  and  functionally  under  a  single  entity, 
and  investigate  whether  transactions  with  the  Office  of  Personnel  Ms^gement  for 
training  services  and  transactions  associated  with  the  document  inuging  and 
management  system  contract  resulted  in  Antideficiency  Act  violations  and  failed  to 
comply  with  DoD  Directive  7200.1,  “Administrative  Control  of  Funds  and 
Antideficiency  Act  Violation.  ” 


•  Deputy  Under  Secretary  of  Defense  (logistics)  establish  and  implement  a 
management  control  program  in  the  Electronic  Commerce  Division;  adjust  employee 
leave  balances  to  reflect  unreported  leave  taken;  cancel  existing  International  Merchant 
Purchase  Authorization  Cards  and  obtain  new  cards  from  the  Defense  Logistics 
Agency;  implement  procedures  for  using  International  Merchant  Purchase 
Authorization  Cards;  monitor  funds  obligated  on  Military  Interdepartmental  Purchase 
Requests;  terminate  the  interagency  training  agreement  with  the  Office  of  Personnel 
Management;  return  excess  property;  reevaluate  computer  support  services 
requirements  and  adjust  as  appropriate;  and  use  excess  workstations  to  furnish  the  Life 
Cycle  Information  Integration  Office. 

•  Conunander,  Defense  Supply  Service-Washington,  discontinue  issuing 
delivery  orders  against  General  Service  Administration  total  quality  management 
contracts  for  services  that  are  outside  the  scope  of  the  contracts. 

Management  Comments.  The  Deputy  Under  Secretaiy  of  Defense  (Logistics) 
responded  for  the  Under  Secretary  of  Defense  for  Acquisition  and  Technology  and  the 
Director,  Life  Cycle  Information  Integration  Office,  and  concurred  or  partially 
concurred  with  all  reconunendations.  The  Deputy  Under  Secretary  agreed  to  realign 
the  Electronic  Commerce  Division  under  a  single  entity,  the  Joint  Electronic  Commerce 
Program  Office;  investigate  two  potential  Antideficiency  Act  violations;  establish  and 
implement  a  management  control  program;  review  unrecorded  leave;  cmcel  existing 
International  Merchant  Purchase  Authorization  Cards;  comply  with  Militaiy 
Interdepartmental  Purchase  Request  guidance;  return  excess  property;  terminate  an 
automated  data  processing  support  services  agreement;  and  redistribute  office 
worl^tations.  Die  Deputy  Under  Secretary  partially  concurred  with  the 
recommendation  to  terminate  the  interagency  agreement  for  training  services,  stating 
that  no  action  will  be  taken  until  after  the  Antideficiency  Act  violation  determination. 
The  Army,  as  executive  agent  for  the  Defense  Supply  Service-Washington,  concurred 
with  the  recommendation  to  cease  issuing  delivery  orders  outside  the  scope  of  the 
General  Services  Administration  total  quality  management  contracts.  See  Part  I  for  a 
summary  of  management  comments  and  Part  III  for  the  complete  text  of  management 
comments. 

Audit  Response.  Management  comments  were  fully  responsive  to  all  draft 
recommen^tions  except  the  recommendation  to  terminate  the  interagency  agreement 
for  training  services.  We  do  not  agree  with  management’s  position  to  delay 
termination  of  the  interagency  agreement  until  completion  of  the  potential 
Antideficiency  Act  violation  review.  The  potential  Antideficiency  Act  violation  is  a 
separate  issue  unrelated  to  the  provisions  of  the  Economy  Act  and  should  not  impact 
the  decision  to  terminate  the  interagency  agreement  for  training  services.  Therefore, 
we  request  ^t  the  Deputy  Under  Secretaiy  of  Defense  (Logistics)  recoiuider  the 
position  on  this  recommendation  and  provide  additional  comments  on  this 
recommendation  by  July  27,  1998. 
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Audit  Background 


History  of  the  DoD  Electronic  Commerce  Office.  Executive  Memorandum, 
“Streamlining  Procurement  through  Electronic  Commerce,”  October  26,  1993, 
required  die  implementation  of  electronic  commerce  for  Federal  purchases.  The 
Secretary  of  Defense  established  the  DoD  Electronic  Commerce  Office  (EC 
Office)  within  the  Defense  Logistics  Agency  (DLA)  to  facilitate  DoD-wide 
implementation  of  electronic  conunerce/electronic  ^ta  interchange.  DLA 
Gener^  Order  No.  07-94,  February  28,  1994,  established  the  EC  Office  as  a 
DLA  field  operating  activity  under  the  Deputy  Director  (Acquisition),  DLA.  In 
January  1995,  the  EC  Office  was  reorganized  and  began  reporting  to  the  Deputy 
Under  Secret^  of  Defense  (Acquisition  Reform)  for  mission  related  issues. 
DLA  continued  to  provide  persoimel  and  administrative  services  to  the  EC 
Office.  In  February  1997,  functional  oversight  of  the  EC  Office  was  realigned 
to  the  Deputy  Under  Secretary  of  Defense  (Logistics)  and  in  April  1997,  the 
former  Director  of  die  EC  Office  was  transferred  to  DLA  and  subsequently 
retired.  In  July  1997,  the  EC  Office  became  the  Electronic  Commerce  Division 
within  the  Life  Cycle  Information  Integration  Office.  As  a  result  of  Ae  Defense 
Reform  Initiative,  functions  and  resources  of  the  Life  Cycle  Information 
Integration  Office  were  incorporated  into  the  Joint  Electronic  Commerce 
Program  Office  in  February  1998. 

Funding  and  Resources.  Washington  Headquarters  Service  (WHS)  provided 
financial,  accounting,  budget,  and  travel  support  to  the  EC  Office.  Table  1 
shows  the  EC  Office  resources  as  reflected  in  the  FY  1998  President's  Budget. 


Table  1.  EC  Office  Resources  Reflected  in  the  FY  1998  President’s  Budget 

FY.26 

FY97 

FY  98 

FY99 

FYOO 

FYOl 

FY02 

FY03 

Manpower: 

1 

1 

1 

1 

1 

1 

Military 

Civilian 

1 

1 

14 

16 

16 

16 

16 

16 

16 

16 

Funding  ($M): 

15 

14 

14 

15 

Operations  & 

13 

13 

17 

15 

Maintenance 

Procurement 

2 

J 

J 

JL 

A 

A 

J. 

Total 

IS 

16 

20 

17 

16 

IS 

IS 

16 

^  From  the  March  1997  Electronic  Commerce/Electronic  Data  Interchange 
Baseline  Report  prepared  by  the  Acquisition  Program  Integration  Office. 
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EC  Office  Management.  The  Director  of  the  EC  Office  was  responsible  for 
managing  the  EC  Office  including  establishing  and  implementing  management 
controls  to  protect  and  conserve  its  resources.  Neither  DLA,  the  Deputy  Under 
Secretary  of  Defense  (Acquisition  Reform),  nor  the  Deputy  Under  Secretaty  of 
Defense  (Logistics)  ever  assumed  responsibility  for  the  efficient  and  effective 
execution  of  EC  Office  operations  or  its  use  of  resources. 


Audit  Objectives 


The  audit  objective  was  to  evaluate  the  adequacy  of  management  {practices  and 
controls  over  resources  at  the  EC  Office.  Specifically,  we  determined  whether 
management  practices  and  controls  over  staffing,  funding,  contracting,  and 
property  complied  with  applicable  regulatory  and  statutory  guidan^.  We  also 
reviewed  the  management  control  program  as  it  applied  to  Ae  audit  objectives. 
See  Appendix  A  for  a  discussion  of  the  audit  process  and  summary  of  prior 
coverage  related  to  the  audit  objectives.  See  the  finding  for  a  discussion  of  the 
material  weaknesses  identified,  and  Appendix  A  for  the  details  of  our  review  of 
the  management  control  program. 
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Management  Controls  Over  EC  Office 
Resources 

The  Director  of  the  DoD  Electronic  Commerce  Office  (the  Director) 
failed  to  adhere  to  established  management  controls  over  staffing,  the 
use  of  funds,  contracting,  and  property  and  did  not  implement  a 
management  control  program  witlun  the  EC  Office  between  February 
1994  and  April  1997.  This  condition  occurred  because  the  Director  used 
poor  judgment  and  did  not  receive  adequate  management  oversight.  As 
a  result,  the  Director  failed  to  protect  and  conserve  $1.4  million  of 
Government  resources  (see  Appendix  B),  may  have  violated  the 
Antideficiency  Act,  and  did  not  ensure  that  810  hours  of  aimual  and  sick 
leave  taken  were  deducted  from  employee  leave  balances. 


Staffing 


The  EC  Office  did  not  adhere  to  management  controls  established  to  ensure  that 
employees  worked  appropriate  schedules  and  that  time  and  attendance  was 
properly  recorded.  As  a  result,  employees  worked  excessive  overtime  hours 
without  compensation,  and  at  least  810  hours  of  annual  and  sick  leave  taken 
were  not  charged  against  employee  leave  balances. 

Working  Without  Compensation.  EC  Office  employees  worked  excessive 
overtime  hours  without  compensation.  According  to  EC  Office  staff  we 
interviewed,  the  Director  told  the  staff  not  to  work  overtime.  However,  the 
Director  routinely  convened  late  meetings  and  gave  lengthy  assignments  at  the 
end  of  the  day  stating  that  the  work  had  to  be  completed  by  the  start  of  &e  next 
day.  While  the  office  policy  was  that  there  was  no  overtime  compensation,  &e 
perception  of  staff  members  was  that  they  had  to  work  uncompensated  overtime 
to  accomplish  the  Director’s  assignments.  According  to  a  senior  EC  Office 
official,  the  Director  was  unforgiving  if  assignments  were  not  completed  within 
deadlines.  For  example,  a  GS-14  procurement  aMlyst  who  1^  been  working 
excessive  hours  asked  the  Director  for  compensation  of  overtime  worked  and 
was  told  by  the  Director  that  it  was  office  policy  that  there  was  no  overtime 
compensation.  Yet,  pressure  from  the  Director  and  the  urgency  of  the  work 
caused  this  employee  to  continue  to  work  excessive  hours  until  she  eventually 
collapsed  on  the  Job  three  times.  The  employee  was  diagnosed  as  suffering 
from  exhaustion.  Although  the  Director  did  not  order  EC  Office  employees  to 
work  overtime,  the  Director’s  actions  and  temperament  coerced  some  into 
working  uncompensated  overtime.  This  included  a  nonexempt  employee  subject 
to  provision  of  the  Fair  Labor  Standards  Act.  Neither  the  EC  Office  nor  the 
affected  employees  maintained  records  of  overtime  worked.  As  a  result,  we 
could  not  quantify  the  uncompensated  overtime  hours. 
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Management  Controls  Over  EC  Office  Resources 


Time  and  Attendance.  The  Director  did  not  adhere  to  controls  provided  in 
DoD  7000. 14-R,  “DoD  Financial  Management  Regulation,”  Volume  8, 
“Civilian  Pay  Policy  and  Procedures,”  January  1995,  to  ensure  that  leave  taken 
by  EC  Office  employees  vi^as  properly  reflected  in  official  records.  A  review  of 
EC  Office,  DLA,  and  Defense  Finance  and  Accounting  Service  time  and 
attendance  documents  showed  that  the  Director  did  not  ensure  timely  and 
accurate  preparation,  certification,  and  submission  of  time  and  attendance 
documents,  or  ensure  that  necessary  corrections  to  time  and  attendance  were 
appropriately  recorded.  As  a  result,  EC  Office  employees  took  810.25  leave 
hours  (587.5  hours  annual  leave  and  222.75  hours  sick  leave)  between  October 
1995  and  September  1996  that  were  not  deducted  from  official  leave  balances. 
This  leave  was  not  reported  because  the  EC  Office  did  not  have  a  management 
control  program  in  place  to  ensure  that  established  controls  over  recording  and 
certifying  time  and  attendance  were  functioning  as  intended.  In  addition,  a 
review  of  travel  vouchers  indicated  that  EC  Office  employees  took  104  of  the 
587.5  hours  of  unreported  annual  leave  in  conjunction  with  temporary  duty 
travel.  The  leave,  taken  by  the  Director  (24  hours)  and  two  analysts  (80  hours), 
was  documented  on  travel  claims,  but  was  not  reported  to  the  Defense  Finance 
and  Accounting  Service.  On  December  9,  1997,  we  provided  the  Director,  Life 
Cycle  Iid^ormation  Integration  Office,  details  of  the  unreported  leave  so  that  the 
office  could  take  appropriate  corrective  action. 


Use  of  Funds 


The  Director  failed  to  adhere  to  established  management  controls  over  Military 
Interdepartmental  Purchase  Requests  (MIPRs)  and  International  Merchant 
Purchase  Autihorization  Cards  (IMP AC  cards).  As  a  result,  the  EC  Office  did 
not  protect  and  conserve  hinds  totaling  $278,771  entrusted  to  its  use  as  shown 
in  the  chart  on  page  8. 

Military  Interdepartmental  Purchase  Requests.  The  Director  did  not 
implement  management  controls  established  by  the  Office  of  the  Secretary  of 
Defense  to  monitor  funds  provided  to  Defense  agencies  on  42  MIPRs  which 
allowed  $237,918  of  funds  to  expire  that  should  have  been  reprogrammed  for 
other  use.  In  addition,  the  EC  Office  did  not  ensure  that  another  $32,319  in 
MIPR  funds  was  used  as  intended. 

Established  Controls.  The  Under  Secretary  of  Defeme  (Comptroller) 
Memorandum,  “Quarterly  Reviews  of  Commitments  and  Obligatiom,”  May  14, 
1996,  required  the  EC  Office  to  review  obligatiom  a  minimum  of  three  times  a 
year  to  ensure  the  accuracy,  completeness,  and  timeliness  of  financial 
transactions  Office  of  the  Deputy  Under  Secretary  of  Defeme  (Acquisition 
Reform/Electronic  Commerce)-002,  “Military  Interdepartmental  Purchase 
Request  Standard  Operating  Procedure,”  March  11,  1996,  provided  standard 
operating  procedures  for  the  use  of  MIPRs.  The  operating  procedures  required 
die  EC  Office  to  monitor  funds  obligated  on  MIPfe. 
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Management  Controls  Over  EC  Office  Resources 


Expired  Funds.  The  EC  Office  allowed  funds  issued  on  MIPRs  to 
expire  without  attempting  to  reallocate  them  for  other  use.  The  EC  Office 
issued  42  MIPRs  totaling  about  $11.9  million  between  December  1995  and 
April  1991  to  fund  electronic  commerce  projects  and  obtain  support  services. 
Contrary  to  the  cited  Under  Secretary  of  Defense  (Comptroller)  memorandum 
and  standard  operating  procedures,  the  EC  Office  did  not  review  funds 
obligated  on  MIPRs  at  least  three  times  a  year.  In  fact,  according  to  EC  Office 
program  managers,  they  rarely  reviewed  or  adjusted  obligations  associa^  with 
MIPRs.  A  review  of  expenditure  documents  provided  by  the  MIPR  recipients 
showed  that  the  EC  Office  allowed  $237,918  issued  on  19  of  those  MIPRs  to 
expire  without  attempting  to  get  the  funds  back  or  put  them  to  other  use.  As  a 
result  of  this  audit,  MIPR  recipients  returned  $186,824  of  the  expired  $237,918 
to  the  EC  Office  before  the  audit  field  work  ended.  The  EC  Office  should 
request  the  return  of  the  remaining  $51,094  of  expired  funds,  monitor  future 
MIPR  funds,  and  request  that  unobligated  amounts  be  returned  and  reallocated 
in  a  timely  manner. 

Funds  Used  For  Purposes  Other  Than  Intended.  A  DLA  project 
manager,  now  deceased,  alleged  that  DLA  did  not  use  $32,319  provided  by  the 
EC  Office  for  its  intended  purpose.  The  EC  Office  provided  the  funds  to  DLA 
to  support  the  Automated  Bidset  Interface  project.  According  to  the  DLA 
project  manager,  DLA  diverted  the  funds  from  the  approved  project  to  purchase 
the  Architect  project  management  tool  and  two  laptop  computers  for  the  general 
support  of  the  DLA  project  office.  Our  review  concluded  that  the  funds  were 
spent  to  purchase  the  Architect  project  management  tool  and  the  laptop 
computers  without  EC  Office  approval  or  knowledge.  We  confirmed  that 
neither  the  management  tool  nor  the  computers  were  used  for  the  Automated 
Bidset  Interface  project,  which  subsequently  was  canceled.  Because  the  EC 
Office  did  not  monitor  the  project,  they  were  unaware  that  DLA  used  the  funds 
improperly. 

International  Merchant  Purchase  Authorization  Cards.  The  Director  failed 
to  adhere  to  management  controls  for  obtaining  and  using  IMPAC  cards. 

Established  Controls.  Management  controls  over  D^AC  carfs  used 
by  the  EC  Office  are  established  in  the  Defense  Supply  Service-Washington 
(DSS-W)  User’s  Guide  for  the  Commercial  Credit  Card  Program  (the  IMPAC 
Guide).  The  IMPAC  Guide  provides  policy  and  procedures  for  cards  issued  by 
DSS-W  including  how  to  obtain  a  card,  who  is  authorized  to  use  the  card,  what 
can  be  purchased  with  the  card,  and  where  pvirchases  can  be  made. 

Obtaining  IMPAC  Cards.  The  EC  Office  inappropriately  obtained 
IMPAC  cards  for  the  EC  Office  and  the  Deputy  Under  Secretary  of  Defense 
(Acquisition  Reform).  The  then  Deputy  Director  inappropriately  directed  a 
junior  budget  analyst  to  sign  three  IMPAC  card  applications  (DD  Form  1262, 
“Administrative  Service  Request”)  as  the  “Fiscal  Officer.”  The  prot^ures  for 
obtaining  IMPAC  cards  require  the  organization’s  Fiscal  Officer  to  sign  the 
DD  Form  1262  to  certify  that  funds  are  available  to  pay  for  IMPAC  purchases. 
The  Chief,  Installation  Accounting  Division,  WHS,  was  the  Fiscal  Officer  for 
the  EC  Office  and  Deputy  Under  Secretary  of  Defense  (Acquisition  Reform). 
The  IMPAC  Guide  prohibited  DSS-W  from  issuing  the  IMPAC  cards  without 
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the  appropriate  signature.  DSS-W  employees  later  questioned  processing  the 
applications  because  they  were  not  si^ed  by  the  proper  authorizing  official. 
However,  they  were  instructed  by  their  supervisor,  the  then  Commander, 
DSS-W,  to  process  the  applications  anyway.  In  obtaining  the  IMP  AC  cards, 
the  EC  Office  and  DSS-W  ignored  controls  established  to  en^re  that  cards  are 
issued  only  to  appropriately  authorized  individuals.  Having  i^ored  controls 
over  obtaining  the  cards,  the  EC  Office  further  ignored  established  controls  over 
Aeir  use. 

Using  IMPAC  Cards.  The  Director,  under  the  premise  of  acquisition 
reform,  did  not  adhere  to  controls  established  over  the  use  of  the  IMPAC  cards. 
The  Director  permitted  unaudiorized  users  to  make  purchases  using  the  IMPAC 
cards  and  did  not  use  the  required  precedence  of  sources  when  acquiring 
supplies  and  services.  The  acquisition  reform  emphasis  on  e}q)anding  the  use  of 
IMPAC  cards  was  never  intended  to  encourage  poorly  controlled  purchasing 
practices. 


Authorized  Users.  EC  Office  officials  routinely  permitted 
unauthorized  users  to  use  IMPAC  cards  to  make  purchases.  According  to  the 
Guide,  only  trained  IMPAC  cardholders  whose  names  are  embossed  on  the 
cards  may  use  those  cards  to  purchase  goods  and  services  from  appropriate 
sources.  The  EC  Office  cardholder  were  the  most  junior  clerical  staff 
members  whose  power  to  limit  such  abuses  was  greatly  diminished.  For 
example,  an  authorized  cardholder  was  directed  to  provide  the  11^ AC  card 
number  to  enable  an  unauthorized  user  to  make  purchases.  The  junior  employee 
notified  EC  Office  management,  per  the  Guide,  that  unauthorized  users  were 
not  allowed  to  make  purchases  with  the  IMPAC  card.  EC  Office  management 
continued  its  unauthorized  use  of  the  card  over  the  objections  of  die  cardholder. 
That  cardholder  resigned  from  Federal  service  in  October  1996,  yet  records 
indicated  that  the  EC  Office  continued  its  unauthorized  use  of  that  IMPAC  card 
until  December  1996. 

Required  Sources.  The  EC  Office  obtained  supplies  and 
services  from  commercial  sources  with  IMPAC  cards  rather  tfaw  from  the 
required  sources  identified  in  the  Federal  Acquisition  Regulation,  Part  8.001, 
“Priorities  for  Use  of  Govenunent  Supply  Sources."  The  requir^  sources  list 
was  provided  to  help  management  protect  and  conserve  resources  when 
acquiring  supplies  and  services.  Source  precedence  is  as  follows;  existing 
agency  inventory;  excess  from  other  agencies;  Federal  Prison  Industries,  Inc.; 
National  Industries  for  the  Blind/National  Industries  for  the  Severely 
Haidicapped;  General  Services  Administration  (GSA);  mandatory  Federal 
Supply  Schedules;  optional  use  Federal  Supply  Schedules;  and  commercial 
sources.  Contrary  to  this  guidance,  the  EC  Office  routinely  used  IMPAC  cards 
to  satisfy  its  requirements  from  commercial  sources.  Between  February  1996 
and  March  IS)^,  the  EC  Office  used  IMPAC  cards  to  purchase  $8,534  of 
supplies  and  services  from  commercial  sources.  Some  examples  of  purchases 
made  from  inappropriate  sources  follow. 
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OfHce  Supplies.  The  EC  Office  improperly  used  IMP  AC 
cards  to  purchase  $5,804  of  ordinary  office  supplies  from  commercial  sources 
when  the  supplies  were  available  from  the  DSS-W  Self  Service  Supply  Center 
or  from  other  required  sources  such  as  GSA. 

Printing  Services.  The  EC  Office  used  IMP  AC  cards  to 
improperly  purchase  $2,320  of  printing  services  from  a  commercial  source. 

The  Guide  specifically  prohibits  the  use  of  the  IMP  AC  card  for  purchasing 
printing  or  copying  services  from  commercial  sources.  The  Federal  Acquisition 
Regulation,  Part  8.80^,  “Policy”  for  acquisition  of  printing  and  related  supplies 
requires  that  government  printing  be  done  by  or  throu^  the  Government 
Printing  Office  unless  that  office  cannot  provide  the  printing  ^rvice  or  the 
printing  is  done  in  field  printing  plants  operated  by  an  executive  agency,  such  as 
the  Defense  Automated  Printing  Service. 

Courier  Services.  The  EC  Office  imprudently  used 
IMPAC  cards  to  purchase  courier  services  costing  about  $410  to  transport 
materials  to  Fort  Belvoir,  Virginia,  even  though  the  EC  Office  was  paying  for 
mail  service  between  the  two  points  through  its  interagency  support  agreement 
with  the  DLA  Administrative  Support  Center. 


Table  2.  Mismanagement  of  MIPR  and  IMPAC  Card  Funds 

Expired  MIPR  Funds 

$237,918 

MIPR  Funds  Used  for  Purposes  Other  Than  Intended 

32,319 

IMPAC  Card  Purchases  From  Inappropriate  Sources 

8,534 

Office  Supplies  $5,804 

Printing  Services  2,320 

Courier  Services  410 

Total 

$278,771 

Contracting 


The  EC  Office  did  not  implement  management  controls  over  contracting 
actions.  Consequently,  t^re  was  no  assurance  that  contracting  actions  totaling 
$714,998  were  performed  in  accordance  with  provisions  of  the  Economy  Act, 
Antidefrciency  Act,  and  Federal  Acquisition  Regulation.  The  EC  Office; 

•  allowed  the  Office  of  Personnel  Management  (0PM)  to  continue  to 
obligate  funds  under  an  Economy  Act  order  even  though  flie  obligation  period 
had  expired. 
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•  contractually  obligated  funds  without  a  bona  fide  need  for  the  services 
in  the  year  in  which  die  contract  was  awarded,  and 

•  entered  into  an  unauthorized  commitment  with  a  contractor. 

In  addition,  DSS-W  inappropriately  used  two  GSA  total  quality  management 
contracts^  to  acquire  services  that  were  not  within  the  scope  of  the  contracts. 

Economy  Act  Obligations.  The  EC  Office  disregarded  controls  over  the  use  of 
Economy  Act  orders  and  may  have  violated  the  Antideficiency  Act.  In  1994, 
the  EC  Office  entered  into  an  interagency  agreement  with  0PM  for  electronic 
commerce/electronic  data  interchange  training  services.  The  agreement  was 
governed  by  Tide  31,  United  States  Code,  Section  1535,  (known  as  the 
“Economy  Act”).  Contrary  to  the  Economy  Act,  the  EC  Office  did  not  request 
0PM  to  return  unobligated  funds  at  year-end.  Section  (d)  of  the  Economy  Act 
states  that  the  ordering  agency  obligates  an  appropriation  when  it  establishes  an 
interagency  agreement.  When  the  agency  filling  the  order  has  not  obligated 
funds  before  the  end  of  the  appropriation’s  period  of  availability,  those  fands 
should  be  deobligated  by  the  ordering  agency.  In  the  case  of  the  C^erations  and 
Maintenance  appropriation,  funds  are  available  for  obligation  only  in  the  year  in 
which  they  are  appropriated. 

Based  on  the  interagency  agreement,  the  EC  Office  transferred  $800,000  of 
FY  1994  Operations  and  Maintenance  funds  to  0PM.  OPM  deposited  the  funds 
in  a  revolving  fund.  OPM  obligated  only  $494,743  of  the  $800,000  before  the 
period  of  funds  availability  expired  and  retained  the  remaining  $305,257  in  its 
revolving  fund.  During  FYs  1995  and  1996,  the  EC  Office  amended  the 
interagency  agreement  to  add  Operations  and  Maintenance  funds  totaling 
$714,746.  Contrary  to  guidance  contained  in  the  Economy  Act,  the  EC  Office 
did  not  request  that  OPM  return  unobligated  funds  totaling  $601,742  between 
I^s  1994  and  1996.  Instead,  the  funds  remained  comingled  in  the  OPM 
revolving  fund  and  were  used  by  the  EC  Office  to  acquire  training  services  in 
subsequent  fiscal  years.  The  EC  Office  did  not  provide  FY  1997  funds  to 
OPM.  Instead,  it  used  prior  year  OPM  funds  totaling  $5,836  to  acquire  training 
services  in  FY  1997.  As  a  result,  the  EC  Office  may  have  violated  the  timing 
element  of  the  Antideficiency  Act.  Table  3  shows  that  as  of  May  1997, 
$595,906  remains  unobligated  in  the  OPM  revolving  fund,  thereby  precluding 
funds  being  put  to  better  use. 


^  Contracts  for  training  Government  employees  to  take  independent  actions  to 
improve  their  organizations. 
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Table  3.  Status  of  Funds  Paid  to  OfHce  of  Personnel  Management 


EL 

Fpn(i?,£ai<i 

Funds  Obligated 
on  Work  Orders 

Unobligated  Funds 

1994 

1995 

1996 

$  800,000.00 
296,746.00 
418,000.00 

$494,743.32 

259,280.22 

158,980.45 

$305,256.68 

37,465.78 

259,019.55 

Subtotal 

$1,514,746.00 

$913,003.99 

$601,742.01 

1997^ 

0,00 

5,836.25 

(5,836.25) 

Total 

$1,514,746.00 

$918,840.24 

$595,905.76 

The  EC  Office  should  tenninate  the  interagency  agreement  and  request  that 
OPM  perform  a  final  accounting  of  project  costs  and  return  unobligated  funds. 
Also,  the  Office  of  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology  needs  to  determine  whether  an  Antideficiency  Act  violation 
occurred. 

Bona  Fide  Need.  EC  Office  officials  disregarded  the  bona  fide  need  rule  when 
they  obligated  funds  on  a  contract  at  the  end  of  FY  1996,  even  though  the  work 
could  not  begin  until  the  second  quarter  of  FY  1997.  The  bona  fide  need  rule 
prohibits  the  obligation  of  funds  in  one  fiscal  year  for  services  required  in  a 
subsequent  fiscal  year.  On  September  20,  1996,  the  EC  Office  transferred 
$1 13,092  to  DLA  on  a  MIPR.  On  September  25,  1996,  DLA  obligated  the 
funds  on  a  contract  for  a  document  imaging  and  management  system,  but 
instructed  the  contractor  not  to  begin  work  until  further  written  notice.  The  EC 
Office  staff  had  to  catalog  all  office  documents  and  identify  documents  to  files 
before  the  contractor  could  begin  scanning  the  documents  into  the  system.  The 
EC  Office  was  not  prepared  to  have  the  contractor  begin  performance  on  the 
contract  until  the  second  quarter  of  the  next  fiscal  year.  Therefore,  the  EC 
Office  violated  the  bona  fide  need  rule  and,  unless  corrective  FY  1997  funding 
is  available,  may  have  violated  the  timing  element  of  the  Antideficiency  Act. 

Unauthorized  Commitment.  The  EC  Office  did  not  implement  management 
controls  established  in  the  Federal  Acquisition  Regulation  to  preclude 
unauthorized  financial  commitments.  As  a  result,  an  EC  Office  employee 
committed  the  EC  Office  to  an  unauthorized  financial  obligation  totaling 
$6,000.  The  EC  Office  employee  instructed  a  vendor  to  obtain  and  pay  for  an 
exhibit  space  at  the  1996  “CALS  Expo”  exhibition.  The  EC  Offiw  did  not 
have  a  contractual  agreement  with  the  vendor  to  acquire  such  services  and  the 
employee  who  made  the  commitment  had  no  contracting  authority.  Based  on 
preliminary  audit  recommendations,  DSS-W  took  action  to  ratify  the 
unauthorized  commitment  in  accordance  with  Federal  Acquisition  Regulation, 
Part  1.602-3. 


^  This  data  covers  the  period  October  1996  through  May  1997  only. 
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Services  Outside  the  Scope  of  the  Contract.  The  DSS>W  incorrectly  used  two 
GSA  total  quality  management  contracts  to  acquire  services  that  were  not  within 
the  scope  of  the  contracts.  According  to  GSA  F^eral  Supply  Service  officials, 
use  of  the  contracts  was  limited  to  acquiring  services  to  train  government 
employees  to  take  independent  actions  to  improve  dieir  organizations.  Contrary 
to  this  guidance,  the  EC  Office  prepared  two  statements  of  work  that  did  not 
promote  organizational  improvement.  One  statement  of  work  required  the 
contractor  to  perform  a  cost-benefits  analysis  to  determine  the  return  on 
investment  for  current  EC  Office  projects.  The  other  statement  of  work 
required  the  contractor  to  evaluate  DoD  contractor  past  ^rformance  systems  to 
determine  how  best  to  use  performance  data  when  selecting  contractors. 

DSS-W  used  the  statements  of  work  to  issue  two  delivery  orders  against  two 
total  quality  management  contracts.  According  to  GSA  officials,  the  tasks 
identified  in  the  statements  of  work  did  not  lead  to  products  that  improved  the 
overall  performance  of  the  organization  as  intended  in  the  scope  of  the 
contracts.  Also,  both  statements  of  work  required  the  contractor  to  perform  all 
of  the  work  rather  than  teach  government  stoff  members  to  perform 
independently  in  the  future.  Since  the  required  services  did  not  adhere  to  the 
intent  of  the  total  quality  management  contracts,  DSS-W  should  have  used 
another  contracting  vehicle  to  acquire  the  services. 


Table  4.  Contracting  Actions  Not  Performed  in  Accordance  With 
Regulatory  and  Statutory  Guidance 


Economy  Act  Obligations 

$595,906 

Funds  Obligated  Without  a  Bona  Fide  Need 

113,092 

Unauthorized  Coimnitment 

6,000 

Total 

$714,998 

Property 


The  Director  did  not  adhere  to  management  controls  over  property  and  services. 
Contrary  to  DoD  7000. 14-R,  “DoD  Financial  Management  Regulation,” 
Volume  4,  “Accounting  Policy  and  Procedures,”  January  1995,  the  Director 
failed  to  safeguard  ^04,146  of  property  from  loss  or  theft,  abuse,  and  waste  or 
to  manage  property  efficiently  and  effectively.  As  a  result,  the  EC  Office 
acquired  unneeded,  lavish  office  furnishings  and  equipment;  purchased  modular 
workstations  without  an  apparent  need;  purchased  unnecessary  automated  data 
processing  support  services;  inappropriately  leased  two  GSA  vehicles;  and, 
incurred  excessive  long  distance  cellular  telephone  charges. 
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Office  Furnishings  and  Equipment.  The  EC  Office  obtained  fumshings  that 
far  exceeded  its  requirements.  The  EC  Office  consisted  of  25  individuals 
(15  Government  employees  and  10  on-site  contractors).  The  EC  Office  failed 
to  protect  and  conserve  $131,189  of  resources  when  acquiring  desk  chairs, 
executive  desks,  computer  central  processing  units,  and  laptop  computers. 

Executive  Desks.  The  EC  Office  obtained  executive  desks  in  excess  of 
minimum  office  requirements.  According  to  the  Deputy  for  Space  and 
Services,  Office  of  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology,  the  EC  Office  was  not  entitled  to  executive  grade  furniture  for  its 
entire  staff,  they  were  only  entitled  to  two  executive  des^.  Yet,  the  Director 
obtained  27  executive  desib  from  the  Defense  Reutilization  and  Marketing 
Office  and  had  the  Defense  Information  Systems  Agency  refurbish  them.  This 
action  resulted  in  the  misuse  of  assets  totaling  about  $14,380  that  could  have 
been  put  to  better  use  (the  difference  between  the  23  executive  desks  valued  at 
$1,()03  each  and  the  cost  of  23  regular  desks  at  $465  each,  plus  the  cost  of  2 
additional  executive  desks  for  which  there  was  no  apparent  need). 

Desk  Chairs.  The  EC  Office  obtained  35  desk  chairs  that  were  in 
excess  of  its  requirements.  The  EC  Office  obtained  60  desk  chairs  for  25  staff 
members,  which  resulted  in  the  misuse  of  assets  valued  at  $9,657  that  could 
have  been  put  to  better  use. 

Computer  Central  Processing  Units.  The  EC  Office  acquired  31  more 
computer  centrd  processing  units  (computers)  than  required  at  a  cost  of  $65,565 
(31  times  $2,115).  Property  records  showed  that  the  EC  Office  had  56 
computers  for  a  staff  of  25  Government  and  contractor  employes.  The  Under 
Secretary  of  Defense  for  Acquisition  and  Technology,  Acquisition  Program 
Integration/Information  Management  Office,  was  aware  of  the  excess  computers 
but  had  not  plaimed  to  remove  them  because  the  EC  Office  plaimed  to  distribute 
the  computers  to  employees  so  they  could  work  at  home. 

Laptop  Computers.  The  EC  Office  acquired  11  more  laptop  computers 
than  required  (an  additional  2  laptops  were  lost  and  will  be  discussed  later) 
resulting  in  an  uimecessaty  expenditure  of  approximately  $35,189  (11  times 
$3,199).  The  EC  Office  acquired  19  laptop  computers  but,  based  on  travel 
profiles,  required  only  6.  The  Director  stated  that  the  laptop  computers  were 
also  used  by  employees  to  work  at  home  but  sign-out  records  did  not  support  a 
need  for  the  excess  computers. 

Safeguarding  Laptop  Computers.  The  EC  Office  failed  to  safeguard 
two  laptop  computers  valued  at  $6,398  from  loss  or  theft.  Two  executive 
model  computers  assigned  to  the  EC  Office  were  reported  missing  and  no  one 
was  held  accountable  for  the  loss.  One  of  the  lost  laptops  was  provided  to  the 
Deputy  Under  Secretary  of  Defense  (Acquisition  Reform).  The  EC  Office  was 
unable  to  substantiate  whether  they  or  the  Deputy  Under  Secretary  of  Defense 
(Acquisition  Reform)  had  lost  that  computer. 

Modular  Workstations.  In  response  to  an  EC  Office  requisition,  WHS 
ordered,  without  apparent  need,  40  modular  workstations  in  October  1996,  to 
be  designed,  fabricated,  and  installed  at  the  EC  Office  in  Rosslyn,  Virginia. 
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FY  1997  funds  totaling  $200,000  were  obligated  for  the  purchase.  The  EC 
Office  justifled  the  need  for  the  workstations  (subsequently  definitized  at  37 
workstations)  based  on  an  increase  in  the  number  of  EC  (Office  staff,  stating  that 
available  space  would  not  accommodate  the  added  staff  without  the 
workstations.  In  addition,  the  workstations  would  allow  the  EC  Office  to  utilize 
^1  assigned  space.  However,  including  Federal  employees  and  contractor 
support  staff,  the  EC  Office  had  only  25  people,  and  there  was  no  provision  in 
planning  and  budget  documents  for  Aem  to  receive  additional  staff.  Clearly,  12 
(37  workstations  minus  25  employees)  of  the  workstations  were  excess  to 
requirements  and  resulted  in  the  unnecessary  expendimre  of  $60,000  ($5,000 
per  workstation  x  12).  Given  that  the  Director  had  acquired  27  executive  desks 
and  60  chairs  within  Ae  previous  2  years,  and  that  there  was  no  programmed 
increase  in  staff,  we  question  whether  the  Director  had  a  valid  justification  for 
buying  any  of  the  workstations  and  believe  that  the  entire  $200,000  could  have 
been  put  to  better  use. 

It  is  now  the  intent  to  use  the  workstations  to  furnish  the  Life  Cycle  formation 
Integration  Office,  including  the  Electronic  Commerce  Division.  Tlus  new  use 
for  the  workstations  represents  a  cost  avoidance  of  $200,000  to  furnish  the  Life 
Cycle  Iruformation  Integration  Office. 

Automated  Data  Processing  Support  Services.  The  EC  Office  purchased 
excess  automated  data  processing  support.  Although  there  were  only  25 
assigned  employees,  the  EC  Office  purchased  computer  support  from  the  Under 
Secretary  of  Defense  for  Acquisition  and  Technology,  Acquisition  Program 
Integration/Information  Management  Office,  for  39  users.  The  unnecessary 
support  cost  approximately  $63,560  (14  times  $4,540). 

Leased  GSA  Vehicles.  The  Director  failed  to  protect  and  conserve  resources 
associated  with  leased  GSA  vehicles  resulting  in  unnecessary  costs  of  $8,381. 
Contrary  to  applicable  guidance,  the  EC  Office  inappropriately  leased  two  GSA 
vehicles  (a  Dodge  Caravan  and  a  Chevrolet  Corsica)  through  the  DLA 
Administrative  Support  Center  in  August  1996.  According  to  DoD  4500.36-R, 
"Management,  Acquisition,  and  Use  of  Motor  Vehicles,”  March  1994,  the 
Director,  based  on  position,  was  not  authorized  to  lease  a  minivan.  The  EC 
Office  justified  the  request  for  the  minivan  by  stating  that  operational 
requirements  made  it  necessary  for  the  staff  to  attend  numerous  meetings  and 
conferences  outside  the  office,  and  that  a  minivan  was  needed  to  transport  a 
display  booth  to  various  convention  sites  in  the  Washington  area.  In  addition, 
DoD  Instruction  4515.7,  “Use  of  Motor  Transportation  and  Scheduled  DoD  Bus 
Service  in  the  National  Capital  Region,”  July  31, 1985,  states  that  DoD  shall 
not  provide  transportation  justified  solely  by  nmk,  prestige,  or  personal 
convenience.  The  Director  justified  obtaining  the  sedan  because  of  the  “time 
and  expense  of  filing  and  processing  the  travel  vouchers,”  “inconvenience  of 
using  a  personal  car,”  and  “time  wasted  waiting  for  the  Metro.” 

The  EC  Office  was  located  on  a  DoD  shuttle  bus  route  and  next  door  to  the 
Rosslyn  Metro  station.  The  Director  also  had  access  to  various  motor  pools 
where  vehicles  could  have  been  obtained  on  those  occasions  when  needed  to 
transport  items  to  conventions.  In  addition,  the  Director  had  a  contract  taxi 
service.  Failure  to  take  foil  advantage  of  less  costly  transportation  alternatives 
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needlessly  cost  the  Goveniment  $8,381  ($2,881  to  le^  the  vehicles  between 
August  1996  and  February  1997,  and  $5,500  in  parking  charges).  The 
Director,  Life  Cycle  Information  Integration  Office,  took  action  to  correct  this 
condition  by  returning  the  vehicles  to  DLA  in  August  1997. 

Long  Distance  Cellular  Charges.  The  Director  imprudently  used  a  cellular 
telephone  to  make  long  distance  calls  totaling  $1,480.  In  August  1995,  the  EC 
Office  obtained  two  cellular  telephones  through  DLA,  one  for  the  Director  and 
the  other  for  the  Deputy  Under  Secretary  of  Defeiue  (Acquisition  Reform). 

The  Deputy  Under  Secretary  of  Defense  (Acquisition  Reform)  seldom  used  one 
of  the  cellular  telephones.  However,  the  Director  used  the  other  cellular 
telephone  extensively.  From  October  1995  through  April  1997,  the  Director 
used  the  cellular  telephone  to  make  412  long  distance  calls  even  though  less 
expensive  alternatives  were  available.  For  example,  AT&T  had  a  Government 
calling  card  plan  that  provided  Defense  Components  long  distance  telephone 
services  at  significantly  reduced  rates,  which  were  tied  to  FTS-2000  contract 
rates.  The  calling  card  can  be  used  from  any  noncellular  telephone.  By  using 
the  cellular  telephone  instead  of  an  AT&T  Government  calling  card,  the 
Director  failed  to  protect  and  conserve  resources  totaling  $1,016. 


Table  5.  Property  Resources  Not  Protected  and  Conserved 

Office  Furnishings  and  Equipment 

$131,189 

Executive  Desks 

Desk  Chairs 

Computer  Central  Processing  Units 

Laptop  Computers 

Lost  Laptop  Computers 

$14,380 

9,657 

65,565 

35,189 

6,398 

Modular  Workstations 

200,000 

Excess  Automated  Data  Processing  Support  Services 

63,560 

Leased  GSA  Vehicles 

8,381 

Long  Distance  Cellular  Telephones  Charges 

1,016 

Total 

$404,146 
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Oversight 


The  Director  fimctioned  autonomously  in  carrying  out  the  fiduciary  management 
responsibilities  of  die  EC  Office.  This  occurred  because  the  EC  Office  was 
established  under  two  separate  organizations,  neither  of  which  assumed 
responsibility  for  ensuring  the  effective,  efficient  execution  of  its  mission. 

Oversight  Responsibilities.  Neither  DLA  nor  the  Deputy  Under  Secretary  of 
Defense  (Acquisition  Reform)  was  clearly  responsible  for  ensuring  that  the 
Director  effectively  and  efficiently  executed  the  mission  of  the  EC  Office.  The 
EC  Office  was  organizationally  and  administratively  under  DLA  and  the  Deputy 
Director  (Acquisition),  DLA  was  responsible  for  evaluating  the  performance  of 
the  Director.  However,  the  Deputy  Director  (Acquisition)  had  limited  contact 
with  the  Director  and  did  not  have  knowledge  of  EC  Office  activities.  DLA 
provided  no  direction  or  oversight  of  EC  Office  operations  or  use  of  resources. 

The  EC  Office  was  functionally  under  the  Deputy  Under  Secretary  of  Defense 
(Acquisition  Reform).  Although  the  Deputy  Under  Secretary  of  Defense 
(Acquisition  Reform)  approved  EC  Office  initiatives  and  tasked  the  office,  the 
Deputy  Under  Secretary  of  Defense  (Acquisition  Reform)  did  not  oversee  day- 
to-day  operations  or  the  Director’s  use  of  resources. 

The  February  1997  realignment  of  the  EC  Office  to  the  Deputy  Under  Secretary 
of  Defense  (Logistics)  perpetuated  the  fragmented  oversight.  The  realignment 
placed  the  EC  Office  functionally  under  the  Deputy  Under  Secretary  of  Defense 
(Logistics)  but  left  it  organizationally  and  admimstratively  under  D^.  Ideally, 
the  EC  Office  should  be  functionally  and  organizationally  under  a  single 
organization.  This  would  establish  the  clear  line  of  authority  and  accounmbility 
absent  in  the  current  alignment.  Since  control  of  the  EC  Office  was  within  the 
Office  of  the  Secretary  of  Defense  at  the  time  of  the  audit,  that  office  may  be  in 
the  best  position  to  ensure  that  the  EC  Office  effectively  and  efficiently 
accomplishes  its  mission.  However,  the  issue  is  to  provide  consistent  oversight 
and  minimize  opportunities  to  mismanage  resources  by  having  the  EC  Office 
organizationally  and  functionally  under  one  entity. 

Corrective  Actions  Taken.  The  new  EC  Office  management  was  taking  steps 
to  safeguard  EC  Office  resources.  After  the  office  was  realised  under  die 
Deputy  Under  Secretary  of  Defense  (Logistics),  the  Information  Management 
Executive  drafted  a  management  control  program  for  the  EC  Office.  We 
mmniffntt  this  effort  and  encourage  prompt  implementation  of  the  management 
control  program.  Also,  the  Defense  Reform  Imtiative  Report,  November  1997, 
stated  that  the  functions  and  resources  of  the  Director,  Life-Cycle  Information 
Integration  Office  will  be  transferred  to  DLA  and  consolidated  with  DLA 
elements  engaged  in  electronic  commerce/electronic  data  interchange  activities. 
The  Director,  DLA,  and  the  Director,  Defense  Information  Systems  Agency, 
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\vill  form  a  Joint  Electronic  Commerce  Program  Office.  In  our  opinion, 
placing  tlie  direction  of  the  EC  Office  under  two  organizations  will  not  provide 
consistent  oversight  to  the  office  and  may  perpetuate  some  of  problems 
discussed  in  diis  report. 


Summary 


The  former  Director  had  the  fiduciary  responsibility  to  protect  ^d  conserve  EC 
Office  resources  from  extravagant,  careless,  or  needless  expenditure  of  funds 
and  consumption  or  misuse  resulting  from  deficient  practices,  systems,  controls, 
or  decisions.  As  evidenced  by  the  examples  discussed  in  the  report,  the  former 
Director  clearly  mismanaged  resources  by  repeatedly  ignoring  regulations  and 
circumventing  checks  and  balances  provided  to  safeguard  staffing,  funding, 
contracting,  and  property  resources.  In  addition,  the  former  Director  did  not 
establish  a  management  control  program  to  ensure  that  the  EC  Office  staff 
conserved  and  protected  Government  resources.  The  former  Director: 

•  caused  employees  to  work  excessive  overtime  without  compensation, 

•  did  not  ensure  that  810  hours  of  annual  and  sick  leave  were  properly 
recorded, 

•  improperly  obtained  and  used  IMP  AC  cards, 

•  did  not  ensure  that  funds  provided  to  Defense  agencies  were  used  as 
intended, 

•  did  not  ensure  that  contracting  actions  adhered  to  provisions  of  the 
Economy  Act  and  the  Antideficiency  Act, 

•  procured  excess  and  lavish  property,  and 

•  did  not  ensure  that  $840,000  of  obligated  funds  were  used  before 
t^y  expired. 

These  conditions  occurred  because  the  former  Director,  EC  Office  used  poor 
judgment  and  did  not  receive  adequate  oversight.  The  EC  Office  was 
organizationally  established  under  one  office  and  functionally  under  another, 
neither  of  which  assumed  responsibility  for  oversight  of  the  effective,  efficient 
execution  of  its  mission.  As  a  result,  the  former  Director  failed  to  protect  and 
conserve  Government  resources  totaling  $1,397,915.  The  former  Director  was 
transferred  to  DLA  in  April  1997  and  subsequently  retired. 
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Recommendations,  Management  Comments,  and  Audit 
Response 


Redirected  Recommendation.  Because  the  Life  Cycle  Infonnation  Integration 
Office  and  the  Electronic  Commerce  Division  were  disestablished,  the  Deputy 
Under  Secretary  of  Defense  (Logistics)  responded  to  recommendations  to  a  draft 
of  this  report.  As  a  result,  Recommendations  2.a.  through  2.j.  were  redirected 
to  the  Deputy  Under  Secretary  of  Defense  (Logistics). 

1.  We  recommend  that  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology: 

a.  Assign  administrative  and  functional  responsibility  for  the 
Electronic  Commerce  Division  to  a  single  entity. 

Management  Comments.  The  Deputy  Under  Secretary  concurred  and  stated 
that  the  Electronic  Commerce  Division  had  been  incorporated  into  the  newly 
created  Joint  Electronic  Commerce  Program  Office. 

b.  Investigate  the  potential  Antideficiency  Act  violation  arising  from 
the  use  of  FY  1^6  funds  to  procure  training  services  in  FY  1997  using  the 
Electronic  Commerce  Office  interagency  agreement  with  the  Office  of 
Personnel  Management,  fix  responsibility,  and  if  any  violation  of  the 
Antideficiency  Act  occurred  comply  with  reporting  requirements  in  DoD 
Directive  7200.1,  “Administrative  Control  of  Funds  and  Antideficiency  Act 
Violations.” 

c.  bivestigate  the  potential  Antideficiem^  Act  violation  arising  from 
the  use  of  FY  1996  funds  to  acquire  document  imaging  services  and  a 
management  system  using  delivery  order  0011  under  contract  number 
SP47^95-D-0005,  fix  responsibility,  and  if  any  violation  of  the 
Antideficiency  Act  occurred  comply  with  reporting  requirements  in  DoD 
Directive  7200.1,  “Administrative  Control  of  Funds  and  Antideficiency  Act 
Violations.” 

Management  Comments.  The  DepuQ'  Under  Secretary  concurred  and  stated 
that  Washington  Headquarters  Services  will  conduct  preliminary  reviews  of  the 
potential  Antideficiency  Act  violations.  The  reviews  began  on  February  27, 
1998,  and  will  be  finished  by  May  27,  1998. 


*  Recommendations  lb.  and  Ic.  are  made  to  the  Under  Secretaty  of  Defense  for 
Acquisition  and  Technology  pursuant  to  the  DoD  Financial  Management 
Manual,  Volume  14,  Chapter  3,  which  states  that  it  is  a  maMgement 
responsibili^  to  determine  whether  an  Antideficiency  Act  violation  occurred. 
Because  the  former  Electronic  Commerce  Office  was  organizationally  and 
functionally  within  elements  of  Office  of  the  Under  Secretary  of  Defense  for 
Acquisition  and  Technology,  the  Under  Secretary  of  Defense  for  Acquisition 
and  Technology  is  responsible  for  determining  it  that  office  violated  the 
Antideficiency  Act. 
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2.  We  recommend  that  the  Deputy  Under  Secretary  of  Defense  (Logistics): 

a.  EstaMish  a  management  control  program  for  the  Electronic 
Commerce  Division  to  safeguard  staffing,  fun&ig,  contracting,  and 
property  resources. 

Management  Comments.  The  Deputy  Under  Secretary  concurred  and  stated 
that  the  Joint  Electronic  Commerce  Program  Office  had  begun  to  draft  a 
comprehensive  management  control  plan  that  will  be  completed  by  July  31, 
1998. 


b.  Implement  a  management  control  program  for  the  Electronic 
Commerce  Division  that  includes  tests  of  management  controls  over 
staffing,  funding,  contracting,  and  property  to  ensure  that  management 
controls  function  as  intended. 

Management  Comments.  The  Deputy  Under  Secretary  concurred  and  stated 
that  the  management  control  plan  under  development  will  be  implemented  by 
the  Joint  Electronic  Commerce  Program  Office. 

c.  Review  unrecorded  leave  taken  by  DoD  Electromc  Conunerce 
Office  employees  and  process  leave  adjustments  or  collection  actions 
through  the  Defense  Logistics  Agency  as  appropriate. 

Management  Comments.  The  Deputy  Under  Secretary  concurred  and  stated 
that  the  Joint  Electronic  Commerce  Program  Office  will  complete  a  review  of 
unrecorded  leave  by  June  30,  1998. 

d.  Cancel  any  remaining  International  Merchant  Purchase 
Authorization  Cards  obtained  from  the  Defens^  Supply  Service-Washington 
and  obtain  new  cards  from  the  Defense  Logistics  Agency. 

e.  bnplement  procedures  for  the  use  of  International  Merchant 
Purchase  Authorization  Cards  set  forth  in  Defense  Logistics  Agency 
commercial  credit  card  user  guidance. 

Management  Comments.  The  Deputy  Under  Secrets^  concurred  and  stated 
that  the  Joint  Electronic  Commerce  Program  Office  will  cancel  the  International 
Merchant  Purchase  Authorization  Cards  immediately  and  will  include 
procedures  for  the  use  of  the  cards  in  the  management  control  plan  under 
development. 

f.  Require  the  Electronic  Commerce  Division  to  monitor  and  make 
adjustments  to  obligations  associated  with  Military  Interdepartmental 
Purchase  Requests  as  requhred  by  Under  Secretary  of  Defend 
(Comptroller)  Monorandum,  “Quarterly  Reviews  of  Commitmoits  and 
Obligations,**  and  Office  of  the  Deputy  Under  Secretary  of  Defense 
(Acquisition  Reform/Electronic  Commerce)-002,  “Military 
Interdepartmental  Purchase  Request  Standard  Operating  Procedures.** 
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Management  Comments.  The  Deputy  Under  Secret^  concurred  and  stated 
that  the  Joint  Electronic  Commerce  Program  Office  will  include  procedures  for 
monitoring  and  making  adjustments  to  Military  Interdepartmental  Purchase 
Requests  in  the  management  control  plan  under  development. 

g.  Terminate  the  Electronic  Commerce  Division  interagency 
agreement  with  the  Office  of  Personnel  Management  for  training  services 
and  request  that  the  Office  of  Personnel  Ma^gemoit  perform  a  Dnal 
affo^inting  of  project  costs  and  return  unobligated  funds  in  accordance 
with  provisions  of  Title  31,  United  States  Code,  Section  1535,  “Economy 
Act.” 

Management  Comments.  The  Deputy  Under  Secretary  partially  concurred 
stating  that  Ae  Joint  Electronic  Commerce  Program  Office  will  take  no  action  to 
terminate  Ae  interagency  agreement  for  training  seiwices  until  die  Washmgton 
Headquarters  Services  finishes  the  preliminary  Antideficiency  Act  violation 
review. 

Audit  Response.  The  Deputy  Under  Secretary  comments  are  not  fully 
responsive.  Termination  of  the  interagency  agreement  under  Economy  Act 
provisions  is  a  separate  issue  unrelated  to  the  potential  Antideficiency  Act 
violation  and  should  not  impact  the  decision  to  terminate  the  agreement.  We 
request  that  the  Deputy  Under  Secretary  reconsider  this  position  and  provide 
additional  comments  in  response  to  the  fmal  report. 

h.  Review  Electronic  Cortunerce  Division  property  requirements  and 
return  property  in  excess  of  minimum  Electronic  Coimnerce  Division  needs 
to  Washington  Headquarters  Services  and  the  Under  Secretary  of  Defense 
for  Acquisition  and  Technology,  Acquisition  Program  Integration/Infor¬ 
mation  Management  Office. 

Management  Conunents.  The  Deputy  Under  Secretary  concurred  and  stated 
that  an  inventory  of  property  was  conducted  when  the  Electronic  Commerce 
Division  was  reassigned  to  the  Joint  Electronic  Commerce  Program  Office.  The 
Joint  Electronic  Commerce  Program  Office  identified  executive  desks  and  desk 
chairs  for  disposition  to  Washington  Headquarters  Services,  identified  excess 
computers  and  accessories  for  disposition  by  the  Under  Secretary  of  Defense  for 
Acquisition  and  Technology,  Network  Operations,  and  reassigned  laptop 
computers  and  servers  witl^  the  Joint  Electronic  Commerce  Program  Office. 

i.  Review  and  adjust  the  Electronic  Commerce  Division  automated 
data  processing  support  services  agreement  with  the  Under  Secretary  of 
Defense  for  Acquisition  and  Technology,  Acquisition  Program  Integration/ 
Information  Management  Office,  as  appropnate  to  support  the  Electronic 
Cmnmerce  Division. 

Management  Comments.  The  Deputy  Under  Secret:^  concurred  and  stated 
that  the  Joint  Electronic  Commerce  Program  Office  will  include  procedures  for 
the  use  of  automated  data  processing  support  services  in  the  management  control 
plan  under  development.  On  April  29,  1998,  the  Joint  Electronic  Commerce 
I*rogram  Office  fi^er  clarified  management’s  comments  and  stated  that  the 
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automated  data  processing  support  services  agreement  between  the  Electronic 
Commerce  Division  and  the  Under  SecretJ^  of  Defense  for  Acquisition  and 
Technology,  Acquisition  Program  Integration/Information  Management  Office, 
was  terminated  on  March  31,  1998. 

J.  Use  workstations  in  excess  of  Electronic  Commerce  Division  needs 
to  furnish  ail  of  the  divisions  of  the  Life  Cycle  Information  Integration 
Office. 

Management  Comments.  The  DepuQr  Under  Secretary  concurred  and  stated 
that  since  the  Life  Cycle  Information  Integration  Office  has  been  disestablished, 
a  review  is  being  conducted  to  determine  how  the  workstations  can  be  used  by 
Office  of  the  Deputy  Under  Secretary  of  Defense  (Logistics)  persoimel. 

3.  We  recommend  that  the  Commander,  Defense  Supply  Service- 
WasUngton  cease  issuing  delivery  orders  against  Generid  Service 
Administration  total  qu^ity  management  contracts  for  services  that  are 
outside  the  scope  of  the  contracts. 

Management  Comments.  The  Army,  as  the  executive  agent  for  the  Defense 
Supply  Service-Washington,  concurred  with  the  recommendation.  The  Army 
stated  that  die  Director  of  Contracting  will  issue  a  letter  advising  that 
requirements  for  future  delivery  orders  be  carefully  scrutinized,  particularly 
regarding  scope  issues,  before  determining  the  appropriate  method  of 
procurement. 
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Appendix  A.  Audit  Process 


Scope 


We  reviewed  die  management  of  resources  at  the  EC  Office.  The  review 
focused  on  the  use  of  FYs  1994  through  1997  EC  Office  resources  in  the 
following  areas:  time  and  attendance,  travel,  CMP  AC  cards,  MIPRs, 
contracting,  property,  leased  vehicles,  and  cellular  telephones. 


Methodology 


We  compared  EC  Office  leave  records  such  as  SF-71s,  “Application  for 
Leave,”  Final  Daily  Time  and  Attendance  Labor  Exception  Recaps,  and  Forms 
45,  “Time  and  Attendance  Record,”  with  DLA  Forms  991,  “Individual  Leave 
Record,”  for  the  period  October  1995  through  March  1997  to  identify  and 
quantify  leave  taken  but  not  reported  on  official  records. 

We  reviewed  travel  vouchers  obtained  from  DFAS-Denver  and  DFAS- 
Indianapolis  for  the  period  October  1995  through  March  1997  to  determine 
whether  claims  and  reimbursements  were  appropriate  and  accurate,  and  to 
determine  whether  leave  hours  reported  on  travel  vouchers  were  recorded  on 
official  leave  records. 

We  reviewed  IMPAC  card  billing  statements,  sales  receipts,  and  related 
documents  for  the  period  February  1996  through  March  1997,  to  determine 
whether  IMPAC  cards  were  used  in  accordance  with  applicable  guidance. 

We  reviewed  contracts  and  interviewed  Defense  Component  representatives  to 
determine  whether  funds  provided  by  the  EC  Office  on  MIPRs  from  December 
1995  through  April  1997  to  support  electronic  commerce  projects  were  used  as 
inteiided. 

We  reviewed  total  qualify  management  contract  delivefy  orders  for  toe  period 
April  through  August  1996  and  interviewed  GSA  officials  to  determine  whether 
DSS'W  appropriately  u^  total  qualify  management  contracts. 

We  interviewed  officials  from  0PM,  WHS  and  DSS-W,  and  reviewed 
interagency  agreements  with  OPM,  DLA,  and  the  Department  of  Commerce  for 
toe  period  April  1994  through  May  1W7,  to  determine  compliance  with 
applicable  regulatory  and  statutory  guidance. 
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We  reviewed  property  records  maintained  by  WHS  and  the  Under  Secretaiy  of 
Defense  for  Acquisition  and  Technology  as  of  April  9,  1997,  and  physically 
verified  automated  data  processing  and  other  property  to  determine  whether 
property  records  were  accurate  and  property  was  appropriate  to  meet  the  needs 
of  the  office. 

We  reviewed  the  justification  for  leasing  GSA  vehicles  to  determine  whether 
vehicles  were  obtained  in  accordance  with  DoD  regulations. 

We  reviewed  cellular  telephone  records  maintained  by  the  Defense 
Tel  ^communications  Service,  Washington,  for  the  period  October  1995  through 
April  1997  and  compared  the  cost  incurred  to  that  of  alternative  telephone 
services  to  determine  whether  cellular  telephones  were  efficiently  used. 

Use  of  Computer-Processed  Data.  We  relied  on  computer-processed  data 
from  Ae  DFAS  payroll  and  travel  systems  to  identify  leave  hours  and  travel 
taken  by  EC  Office  employees;  WHS  Budget  System  to  identify  the  contracts 
and  MIPRs  issued  for  the  EC  Office;  the  WHS  Property  System  and  the  Under 
Secretary  of  Defense  for  Acquisition  and  Technology  Automated  Data 
Processing  System  to  identify  the  accountable  property  assigned  to  the  EC 
Office;  and  the  Under  Secretary  of  Defense  for  Acquisition  dnd  Technology 
electronic  mail  and  Lotus  Notes  databases  to  obtain  information  supporting 
various  conditions  identified  at  the  EC  Office.  Although  we  did  not  perform  a 
formal  reliability  assessment  of  the  computer  systems,  we  verified  the  accuracy 
of  the  data  by  comparing  information  on  actual  leave,  travel,  contract,  MIPR, 
and  property  records  to  the  data  maintained  in  the  computer  systems  and 
determined  that  the  computer-generated  data  was  generally  correct.  We  did  not 
find  errors  that  would  preclude  use  of  the  computer-processed  data  to  meet  the 
audit  objectives  or  that  would  change  the  conclusions  in  the  report. 

Audit  Type,  Date,  and  Standards.  We  performed  this  program  audit  from 
March  1997  through  January  1998  in  accordance  wi&  auditing  standards  issued 
by  the  Comptroller  General  of  the  United  States,  as  implemented  by  the 
Inspector  General,  DoD.  Accordingly,  we  included  tests  of  management 
controls  considered  necessary. 

Contacts  During  the  Audit.  We  visited  or  contacted  individuals  and 
organizations  within  the  DoD,  Office  of  Personnel  Management,  GSA,  and 
Hughes  Training,  Incorporated,  Falls  Church,  Virginia.  Further  details  are 
available  upon  request. 


Management  Control  Program 


DoD  Directive  5010,38,  "Management  Control  Prograin,"  August  26,  1996, 
requires  DoD  organizations  to  implement  a  comprehensive  system  of 
management  controls  that  provide  reasonable  assurance  that  programs  are 
operating  as  intended  and  to  evaluate  the  adequacy  of  the  controls. 
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Scope  of  Review  of  the  Management  Control  Program.  We  reviewed  die 
adequacy  of  EC  Office  management  controls  over  the  management  of 
Government  resources.  Specifically,  we  reviewed  the  management  controls 
over  time  and  attendance,  travel,  IMPAC  cards,  MIPRs,  contracting,  property, 
leas^  vehicles,  and  cellular  telephones. 

Adequacy  of  Management  Controls.  We  identified  material  inanagement 
control  weaknesses  for  the  EC  Office  as  defined  by  DoD  Directive  5010.38. 
The  EC  Office  management  controls  were  not  adequate  to  ensure  that 
Government  resources  were  protected  and  conserved.  The  recommendations,  if 
implemented,  will  improve  management  of  EC  Office  resources.  A  copy  of  the 
report  will  be  provided  to  the  senior  official  responsible  for  management 
controls  in  the  Office  of  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology  and  DLA. 

Adequacy  of  Management's  Self-Evaluation.  The  audited  areas  were  not 
included  in  an  assessable  unit  and  the  EC  Office  had  not  established  a 
management  control  program.  Therefore,  we  could  not  evaluate  management’s 
self-evaluation. 


Summary  of  Prior  Coverage 


There  have  been  no  prior  audits  that  addressed  the  objectives  of  this  audit.  The 
Inspector  General,  DoD  issued  ten  reports  relating  to  the  DoD  Electronic 
Commeice/Electronic  Data  Interchange  program  from  January  1996  through 
October  1997.  Six  of  these  reports  identified  specific  problems  with  the  Federal 
Acquisition  Computer  Network.  One  report  stated  that  the  Electronic 
Conunerce  Resource  Centers  were  not  efficient  or  cost-effective  in  promoting 
the  implementation  or  increased  use  of  Electronic  Commerce  technologies 
between  Government  agencies  and  vendors.  Another  report  concluded  that  the 
Defense  information  Systems  Agency  did  not  adequately  monitor  network 
compliance  with  its  license  agreement.  One  report  concluded  that  contractors 
were  registering  with  the  Central  Contractor  Registration  Program  very  slowly, 
"^e  remaining  report  summarized  issues  related  to  the  implementation  of 
electronic  commerce  within  DoD. 

An  investigation  of  the  EC  Office  by  Departmental  Inquiries,  Office  of  the 
Inspector  General,  DoD  was  completed  January  21,  1998  and  addressed  the 
Director’s  use  of  cellular  telephones  over  an  earlier  time  period. 
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Appendix  B,  Management  of  Government 
Resources 


The  EC  Office  failed  to  protect  and  conserve  the  following  $1.4  million  of  Government 
resotirces: 


Use  of  Funds 

Military  Interdepartmental  Purchase  Requests 
Expired  funds 

Funds  not  used  as  intended 

$237,918 

32,319 

$270,237 

Supplies  and  services  purchased  with  the  IMP  AC  card 
radier  than  from  required  sources 

Office  supplies  5,804 

Printing  services  2,320 

Courier  services  410 

8,534 

Contracting 

Economy  Act  Obligations 

Funds  obligated  without  a  bona  fide  need 
Unauthorized  commitment 

595,906 

113,092 

6,000 

Property 

Office  furnishings  and  equipment  that  exceeded 
requirements 

Executive  desks 

Desk  chairs 

Computer  central  processing  units 
Laptop  computers 

Lost  laptop  computers 

14,380 

9,657 

65,565 

35,189 

6,398 

131,189 

Unnecessary  modular  workstations 

Excess  automated  data  processing  support  services 
Inappropriate  lease  of  two  GSA  vehicles 

Long  distance  calls  on  a  cellular  telephone 

200,000 

63,560 

8,381 

1,016 

Total  Government  Resources 

$1,397,915 
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Appendix  C,  Report  Distribution 


Office  of  the  Secretary  of  Defense 

Under  Secretary  of  Defense  for  Acquisition  and  Technology 
Deputy  Under  Secretary  of  Defense  (Logistics) 

Deputy  Under  Secretary  of  Defense  (Acquisition  Reform) 
Director,  Defense  Logistics  Studies  Information  Exchange 
Under  Secretary  of  Defense  (Comptroller) 

Deputy  Chief  Financial  Officer 
Deputy  Comptroller  (Program/Budget) 

Assistant  Secrets^  of  Defense  (Public  Affairs) 

Director,  Administration  and  Management 


Department  of  the  Army 

Assistant  Secretary  of  the  Army  (Financial  Management  and  Comptroller) 
Auditor  General,  Department  of  the  Army 


Department  of  the  Navy 

Assistant  Secretary  of  the  Navy  (Financial  Management  and  Comptroller) 
Auditor  General,  Department  of  the  Navy 
Dudley  Knox  Library,  Naval  Postgraduate  School 


Department  of  the  Air  Force 

Assistant  Secretary  of  the  Air  Force  (Financial  Management  and  Comptroller) 
Auditor  General,  Department  of  the  Air  Force 


Other  Defense  Organizations 

Director,  Defense  Contract  Audit  Agency 
Director,  Defense  Logistics  Agency 
Director,  Defense  Information  Systems  Agency 
Director,  National  Security  Agency 

Inspector  General,  National  SMurity  Agency 
Inspector  General,  Defense  Intelligence  Agency 
Director,  Washington  Headquarters  Services 
Director,  Defense  Supply  Service-Washington 
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Appendix  C.  Report  Distribution 


Non-Defense  Federal  Organizations  and  Individuals 

Office  of  Management  and  Budget 
General  Services  Administration 

Technical  Information  Center,  National  Security  and  International  Affairs  Division, 
General  Accounting  Office 

Chairman  and  ranking  minority  member  of  each  of  the  following  congressional 
committees  and  subcommittees: 

Senate  Committee  on  Appropriations 

Senate  Subcommittee  on  Defense,  Committee  on  Appropriations 
Senate  Committee  on  Armed  Services 
Senate  Committee  on  Governmental  Affairs 
House  Committee  on  Appropriations 

House  Subcommittee  on  National  Security,  Committee  on  Appropriations 
House  Committee  on  Government  Reform  and  Oversight 
House  Subcommittee  on  Government  Management,  Information  and  Technology, 
Committee  on  Government  Reform  and  Oversight 
House  Subcommittee  on  National  Security,  International  Affairs,  and  Criminal 
Justice,  Committee  on  Government  Reform  and  Oversight 
House  Committee  on  National  Security 
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This  page  left  out  of  original  document 


-  Management  Comments 


Office  of  Deputy  Under  Secretary  of  Defense 
(Logistics)  Conunents 


OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE 

aOOO  DCPEN8C  PENTAGON 
WASHINGTON  DC  20301-3000 


ri  T  APR  S99 


MBMORANDaM  fOR  THB  INSPSCTOa  OSKERAL,  OIRARTMSHT  OF  DBFSN8S 

60BJBCT:  Draft  Audit  Raport  on  Managanant  of  Raaourcea  at  tha  DoD  llactronic 
CooMarca  (BC)  Offica  <Projact  Ho.  7CK-S036} 


Tha  aubjact  raport,  datad  Fabruary  11,  1898,  diacuaaaa  a  potantlal 
violation  of  tha  Antidaficiancy  Act  by  tha  Dapartinant  of  Dafanaa  (DoD) 
Blactrooie  Coaitarca  Offica  during  flacaX  yaara  1994>1998.  You  raquaatad  that 
thia  offica,  in  accordanca  with  OoD  7000*14*R,  Financial  Managamant 
Ragulation,  taka  action  to  initiate  a  raviaw  of  tha  potantial  violation.  Thia 
action  waa  takan  Fabruary  37,  1998  with  Naahlngton  Hcadguartara  Sarvicaa;  it 
%fill  oooeluda  by  Kay  27,  1998. 

Additionally,  you  raquaatad  that  thia  offica  provide  coananta  by  April 
13,  1998  on  tha  findibga,  racoanandationa,  and  aaaociatad  nonatary  figuraa 
cltad  in  tha  report.  You  atatad  that  thaaa  coamanta  ahould  daacriba  actiona 
takan  or  plaaaad  in  raaponaa  to  a^aad  upon  racoanandationa,  and  provida  tha 
ooavlation  dataa  of  tha  actiona.  It  waa  raquaatad  that  apacifie  raaaona  for 
non-conourranca  ba  atatad,  with  altamativa  actiona  and  aaaociatad  nonatary 
aanunta  propoaad*  Tba  attachad  coiwaanta  ara  haraby  providad  in  raaponaa  to 
your  raquaat . 

Thank  you  for  tha  opportunity  to  raapond  on  thia  matter .  Tha  point  of 
contact  for  thia  action  la  Mr.  Milaa  Boltzman,  <703)  375 >5333. 


Acting  Deputy  under  Secretary 
Of  Dafanaa  (Logiatioa) 


Attaelaaent 
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CoHMnta  Ragarding  tha  Hatarial  Control  Waaknaaaaa 
in  Appasdix  A  to  Draft  Audit  Raport 
on  Managamant  of  Raaouroaa  at  tha  DoD  RC  Offica 
(Projact  Mo,  7CR-5036I 


Iba  Offica  of  tha  Obdar  Racratary  of  Dafaaaa  (Acquiaition  and  Tachnology) 
ccxietira  with  tha  nanaganaBt  control  waaknaaaaa  idantifiad  in  Appandix  A  to  tha 
draft  audit  raport.  It  ia  axpactad  that  tha  weaknaaaaa  partaiaiag  to  tina  and 
attandanca*  traval,  XMPAC  carda,  KZPRa«  eontraeti]ig«  and  laaaad  vahiclaa  will 
ba  favorably  raaolvad  with  tha  coaplatioo  of  tha  Nanagawant  Control  Plan 
diacuaaad  in  raaponaa  to  Racoamandation  3. a.  Zaplanantatioo  of  thia 
Hanagaiaant  Control  Plan  ahall  anaura  that  Qovamaiant  raaouroaa  ara  protaetad 
and  conaarvad,  and  that  thara  ia  adaquata  aanaganant  aaaiatanca  in  ovaraaaing 
tha  day-to-day  oparationa  of  tha  Joint  Slactronic  Coanarca  Program  Offica. 
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Comtmntm  It^garding  Racontanodatioo*  Zncludad  in  DoD  (10)  Draft  Audit  ilaport 
on  ManaoaMTit  of  Raaourcaa  at  tha  DoD  Slactronic  Coanarea  (SC) 

Offica  (Projaet  Vo.  7CX-S03€} 


Introduction;  During  tha  pariod  from  Fabruary  It,  I99t  through  March  6,  1999, 
tha  raaoureaa  and  indlvlduaia  coapriaing  tha  I«ifa  CycXa  Information 
Intagration  Offica  (LCXZO,  which  inoXudad  tha  DoD  BC  offica  aa  a  Dlvlaioa) 
vara  conaolidatad  into  tha  nawly  eraatad  Joint  BC  Frograa  Offica  (JICPO) .  Iha 
JBCPO  vaa  aatabliahad  in  accordanca  with  tha  BBCDir'a  'Dafanaa  Baform 
Xnitiativa*  iaauad  in  Vovambar  1997.  Iha  JBCPO  waa  oraatad  to  provida  a 
aingla  offica  raaponaihia  for  acealarating  tha  application  of  BC  practioaa  and 
aaaooiatad  information  taehnologiaa  to  iaprova  DoO  aeguiaition  and  llfa>cycla 
aupport  procaaaaa. 

Aa  of  tha  data  of  thia  docuaant,  tha  LCIIO  and  ita  DoD  BC  Diviaion 
affaetivaly  hava  baan  diacatabXiahad.  Moraovar,  tha  individuala  %dio 
pravlouaXy  ataffad  tha  DoO  BC  Diviaion  hava  baan  raaaaignad  to  naw  or  aimiXar 
dutiaa  within  tha  JBCPO.  Prior  to  thia  raalignmant,  tha  foxmar  Bxacutiva 
Diraotor  of  tha  LCIXO  nada  aignlflcant  prograaa  in  iwproving  tha  auparvialon 
and  atandard  oparating  procaduras  of  tha  DoD  BC  Diviaion.  fiinca  tha 
paraonnaX  and  procaduraa  of  tha  LCZXO  BC  Diviaion  hava  baan  Incorporatad  in 
tha  JBCPO,  tha  JBCPO  on  babalf  of  tha  D80(AaT)  la  providing  tha  commanta 
raquaatad  of  tha  format  Diractor,  LCIIO 

Bacooiandationa  for  Corractiva  Action 

1.  Wa  racommend  that  tha  Uadar  Secretary  of  Dafanaa  (Acquiaition  and 
Technology)  [USD(AAT)1; 

a.  Aaaign  admlniatrativa  and  functional  raaponaiblllty  for  tha  BC 
Diviaion  to  a  aingla  entity. 

OSD(AaT)  Concurs.  Xha  information  rafarancad  in  tha  above  introduction 
conclaaXy  ausmarliaa  tba  DoD' a  efforts  to  provida  eonslstant  oversight  of  the 
Dspartmsnt's  BC  program  from  a  single  point. 

b.  znvaatigata  tba  potential  Antldaflciancy  Act  violation  arlalng  from 
tha  usa  of  FT  1994*199C  funda  to  proeura  training  aarvioaa  uaing  tha 
■C  Offica  intaragaacy  agreement  with  tha  Offica  of  ParaonnaX 
Managamaat  (0PM) ;  fix  raaponaibiXity;  and,  if  any  violation  of  tha 
Antldaflciancy  Act  occurred,  cosply  with  reporting  raqulramanta  in 
DoD  Dlractiva  7200.1,  'Admlniatrativa  Control  of  Funds  and 
Antldafieianey  Act  Violations. ' 

DSD  (AST)  Oooeurs.  On  Fsbruary  2(,  1999,  a  aanior  msmbsr  of  tba  JBCPO 
eentaetad  tba  Antidafieianoy  Act  focal  point  within  tha  Offica  of  tha  Dhdar 
Bacratmxy  of  Dafanaa  (Cosptrollar)  to  datarmina  which  invaatigativa 
organisation,  axtamal  to  tha  DoD  BC  Office,  would  bs  an  sppropriata  entity  to 
raviaw  tba  potantial  violation  rafaraxioad  above.  Tha  focal  point  stated 
Waabington  Baadguartara  Sarvicas  (WHS)  is  gualifiad  to  conduct  a  preliminary 
raviaw.  MBS  was  tha  organisation  through  which  the  majority  of  tba  DoD  BC 
Office' a  funding  waa  procaasad  during  tba  time  pariod  rafarancad  in  tha  draft 
report .  Accordingly,  tha  aanior  manbar  of  tba  JBCPO  mat  with  a  rapraaantativa 
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of  UBS  who,  aftor  raviowlng  th«  ralavant  dociiaantatloa,  agraad  to  coordlnat* 
tha  raguirad  praliainary  raviaw  baginnixig  rabruary  21,  199 1. 

At  tba  tloa  of  this  writing,  MBS*#  raviaw  la  atill  ongoing.  It  la  axpectad 
that  thia  affort  will  ba  cooplatad  by  Kay  21,  1998.  At  that  tima,  a  copy  of 
tha  raport,  along  with  thla  offica'a  comanta  and  raeowandationa ,  will  ba 
forwardad  to  tba  DoD  ZO. 

c.  Invaatigata  tha  potential  Antidaficiancy  Act  violation  arialng  from 
tha  uaa  of  TX  1998  funda  to  acquira  docuawnt  iiaaging  aarvicaa  and  a 
wanagamanr  ayatao  uaing  dalivary  order  OOll  under  ocmtract  8P4700>95- 
D-0005;  fix  raaponaibility;  and  if  any  violation  of  tha 
Antidaficiancy  Act  occurred,  coa^ly  with  reporting  raquirananta  in 
DoD  Directive  7a00.1,  ^Adminiatrativa  Control  of  Funda  and 
Antidaficiancy  Act  Vlolationa.' 

onXAAT)  Coneure.  flea  tha  raaponaa  at  racoonandation  l.b. 

2.  Wa  recoanend  that  the  Director,  LCZZO: 

a,  Batabliah  a  management  control  program  for  tha  Blactronic  Commarca 
Divialon  to  aafaguard  ataffing,  funding,  oontraeting,  and  property 
reaourcaa . 

JBCPO  Concura:  DoD  Directive  5010.38.  'Managanent  Control  Program*  dated 
Auguat  38,  1998,  la  tha  overarching  policy  direct iva  requiring  that  DoD 
organiaationa  i^lamant  a  cooprahanaiva  ayatam  of  managamant  controls.  With 
raapact  to  tha  JBCPO,  Dafanaa  Logiatlcs  Agency  ragrulation  S010.4.  and  Dafanaa 
information  Syatama  Agency  inatruction  830*l25-6,  provide  additional 
liVlamanting  raquiramanta .  Xn  raaponaa  to  these  raquiramanta.  tha  JBCPO  haa 
begun  to  draft  a  comprehenaive  plan  of  management  oontrola  that  will  provide 
reasonable  eaaurancea  that  its  prograna  are  operating  as  intended.  Zt  la 
anticipated  that  thia  plan  will  ba  eosgiletad  by  July  31.  1998. 

b.  Zsplamant  a  managamant  oootrol  program  for  tha  Blactronic  Comtarca 
Divlaion  that  includaa  testa  of  managamant  controla  over  ataffing, 
funding  contracting,  and  property  to  anaura  that  managamant  controla 
function  as  Intended. 

JBCPO  Concura:  Dpon  completion  of  tha  plan  rafarancad  In  2. a,  it  will  ba 
imediately  taatad,  evaluated  and  implamantad.  B^ployeaa  of  tha  JBCPO  shall 
ba  provided  with  a  briefing,  informing  them  of  standard  operating  procaduraa 
to  ba  followed  in  areas  auch  aa  ataffing,  travel,  tba  uaa  of  funda, 
contracting,  and  property  managasmnt. 

e.  Review  unrecorded  leave  taken  by  tha  DoD  BC  Office  aaployaea  and 
procaaa  leave  edjuatmenta  or  collective  eotiona  through  the  Defense 
liogietiea  Agency  (DLA)  ea  appropriate. 

JBCPO  Coneure:  This  review  will  be  concluded  by  June  30,  1991. 

d.  Cancel  any  reemlning  Zatemational  Merchant  Purchase  Authorisation 
Cards  (ZMPAC)  ebtelned  from  tha  Defense  Supply  Service-Weahington 
(D8S-W)  end  obtain  naw  cards  from  the  OLA. 
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JICPO  Coocura:  Th«  ZMPAC  curds  %rill  b«  csncsllsd  iMsdistaly. 

s.  ZsplssMnt  procsdurss  Cor  uss  of  intsnucionsl  Msrchsnt  Purehsss 
JUAthorlsstlon  Cards  sst  forth  io  DZA  camsrcial  cradit  card  usar 
guidanca . 

OBCPO  Concurs  t  Tbasa  procaduras  shall  ba  includad  In  tha  JBCPO  Hanagataant 
Control  Flan  rafaranead  In  a. a. 

C.  maquira  tha  XC  Division  to  Monitor  and  naka  adjustiMnta  to 

obligations  assoeiatad  vith  Militaty  Intardapartnantal  Purchasa 
Xaquasts*  as  raguirad  by  tindar  Saeratary  of  Dafansa  (Coaptrollar) 
Maworanduw  *Qusrtarly  haviaws  of  Connitnants  and  Obligations,*  and 
Offica  of  tha  Daputy  Dbdar  facratary  of  Dafansa  (Acquisition 
Rafoxvi/BC)  *002  'Military  Zntardapartnantal  Purchasa  Paquast  Standard 
Oparating  Procaduras.* 

dXCPO  Concurs  t  Diasa  procaduras  shall  ba  Includad  in  tha  JBCPO  Managanant 
Control  Plan  rafaranead  in  2. a. 

g.  Tarminata  tha  SC  Intaragancy  Agraainant  with  the  OPN  for  training 
sarvicas  and  raquast  tha  0PM  parfon  a  final  accounting  of  project 
coats  and  return  unobligated  funds  in  accordance  with  provisions  of 
Title  31,  onitad  states  Coda,  Section  1535,  'Bconony  Act.* 

JBCPO  Partially  Concurs:  Action  on  this  racoMnandatioo  shall  ba  held  in 
abayanca,  pending  cooplatioa  of  tha  DoO  mS  review  discussed  in  tha  rasponaa 
to  Kacowsiiindation  l.b. 

h.  Review  BC  Division  property  raquirsmanta  and  return  property  in 
axcaas  of  minimm  needs  to  Washington  Headquarters  Sarvicas  and  the 
DSD  (AST)  Acquisition  Program  Integration/Informstion  MsnagaiDent 
Offica* 

JBCPO  Concurs:  At  ths  tins  of  tha  BC  Division's  raasslgnmsnt  to  tha  JBCPO,  an 
inventory  of  its  furnishing,  aquipmant,  and  property  waa  conducted.  Bxacutiva 
daaka  and  desk  chairs,  under  tha  control  of  tha  DoD  EC  Division,  ware 
identified  for  disposition  to  DoD  WHS.  Bqployaas  who  rslocstad  to  ths  JBCPO 
ware  allowed  to  taka  their  cosputars  ax»d  acoeasorias  with  them.  Bxcaae 
computers  and  accassorias  ware  left  for  disposition  by  DSD  (AST)  network 
Oparstions.  Laptop  conputars  and  servers  wars  reassigned  to  JBCPO  Inventory 
Nanagamant. 

i.  Review  and  adjuat  tha  BC  Division  automstad  data  procaaslng  (ADP) 
support  sarvicsB  agraamsnt  with  tha  080  (A&T)  Acquiaition  Program 
Xatagratioo/Xnfonation  Managanant  Office. 

JBCPO  Concurs  I  Procsduras  for  tha  uaa  of  ADP  support  sarvieas  shall  ba 
includad  in  tha  JBCPO  Managanant  control  Plan  rafaranead  in  3 .a. 

j.  Oaa  workstationa  in  excess  of  BC  Division  needs  to  furnish  all 
division#  of  tha  LCZZO. 
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JSCPO  Coosurat  M  atatad  praviouaXy.  tbm  LCXXO  and  ita  OoO  XC  Divialon 
affactlvaXy  hmy  baan  diaaitabXiahad.  XovaTar,  a  raviaw  ia  undarway  to 
dataraina  bov  tbaaa  aorkatatlona  can  bast  ba  utlllsad  to  aupport  09t)  Logiatlea 
paraonnaX  caaMiining  In  tba  SkyXina  oompXmx,  or  poaaibXy  within  Cryatal  City. 
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DEMRTMENT  OF  THE  ARMY 
ome*  OF  iw  AOMMWTiwnvt  ASwtnifT  TO  TNI  Mainuv 
1MMWYKNTMON 
WMHWMnON  DC  miMIM 

11  March  1998 


MEMORANDUM  FOR  THE  INSPECTOR  GENERAL.  DEPARTMENT  OF 
DEFENSE  (AUOmiNG) 

SUBJECT:  IG,  OoO  Draft  ReporL  Managotmnt  of  Resources  at  the  OoD 
Electronic  Commerce  Oflioe,  Project  No.  7CK-5036 


The  following  response  to  subject  report  Is  provided  as  requested: 


Finding.  The  Director  Of  the  DoO  Electronic  Commeroe  Office  (the  Director) 
felled  to  adhere  to  established  management  controls  over  stafftng.  the  use  of 
fends,  contracting,  and  property  and  did  not  implemant  a  management  control 
program  within  the  EC  OffiM  between  February  1994  and  April  1997.  This 
condition  occurred  because  the  CHrector  used  poor  judgment  and  did  not  receive 
adequate  management  oversight  As  a  result,  the  Director  failed  to  protect  and 
oonsenm  $1.4  million  of  Government  resources  (see  Appendbc  B).  may  have 
violated  the  Antideficiency  Act,  and  did  not  ensure  that  810  hours  of  annual  and 
aicfc  leave  taken  were  deducted  from  employee  leave  baianees. 

Recommendation  3.  That  the  Defense  Supply  Service-Washington  cease 
issuing  delivery  orders  egainst  General  Service  Administration  total  quality 
management  contracts  for  services  that  are  outside  the  scope  of  the  contracts. 

Management  Response.  Concur.  Two  DSS-W  delivery  orders  (DASWDI -06- 
F-1136  and  DASW01-95-F-2182)  Issued  against  the  GSA  total  quality 
martagementoontracts  wore  not  within  scope.  The  Dfaedor  of  Contracting  wU 
Issue  a  letter  to  the  the  appropriate  division  and  branch  advising  that 
requfeements  for  delivery  orders  be  scrutinized  more  carafeNy  In  the  future, 
particularty  regarding  scope  issues,  before  determining  the  appropriate  method 
of  procurement  The  Principal  Assistant  resporwible  for  Contracting  and  the 
Management  &  Oversight  Division  will  be  responsible  for  validating  compliance 
in  the  course  of  executing  their  normal  oversight  responsibilities.  Target  date  for 
letleriB  15  April  1998. 
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Department  of  the  Army  Comments 


Genf  I  Comments.  One  ineocuracy  appeers  on  page  7  of  the  draft  report 
ooncemino  ‘Obtaining  IMPAC  Cards.*  The  sentence  *Hciwever,  they  were 
Instnjctod  by  their  supervisor,  who  subsequently  became  the  EC  Office  Deputy 
Director,  to  process  the  appHcations  anyway.*  is  not  correct  The  supenrisor  who 
instructed  them  to  take  this  action  was  not  the  division  chief.  Kwas  the  division 
chief  at  that  time  who  later  became  the  EC  Office  Deputy  Director. 

Any  questions  concerning  this  memorandum  should  be  directed  to  the 
Director  of  Contracting,  Ms.  Sandra  Sieber,  telephone  693-5000. 


OJix.  ^ 

ALVIN  0.  COMBS 
Director 
tntemal  Review 

CF:  SAAG-PMO-L 
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